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essnessesescer aevssesee

1. Forwnawen (nwnlne) agtasigudnisumnduminendordednual (agfasinguauansaume) ssuy
Yesfudeanmuansaumaniainsunne (Cyber Security) 37uau 1 svuy -
2. 29RuUUsEIIN 40,000,000 U (BuEuUMEIY)
3. $1AINAN 38,000,000 U (snudunuadnumbiau)
4. wamauazawinluiifesds tetostumsgnsilussuuamsaunmanisnisumg aaemsunisiaviszuy
mauimsiamsteyadiuypraveiuuinig
5. anwitdewou/aauiiduduns orms A uaz B 4u 1 wwungUaeuen Tsawenunagudmsunnd aminends
vdudnwal dualneys dunevinman Sminuasalessusw
6. AuantRvasfiaussninuanifvesfiaussni

6.1 fimuanunsamungvY
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i dauganiRduranuisaie fsmssmddananannsmhnanuieasiwesgidrsaufunld
uanadunanureaiwwasfamsiufidssmnsale
(2) nadlitRensswdlilldanmsteudiuifyeaslml Tneudnmsifynnausasdfyanaiidi

fnnesdediguantinsufumuioulvidmunliluenasussmasen Buudlunsditfans

swilsfidennasenigiirsndniumednuaisnysimusligidnsufselameniaty

fRuRavoundnlumsidnavesafumisnuvesiy uaswanmingrudnaumounisdudeiue

Ussmnrmmassuuistedadtanasgiedidnsednd Aamssudduansolinanudeasees

fiudmdnaedeniunanunoaiesiamssuittuiauosanld

viil “Ransduditsanadeuduiifyaealmi” mnsanarh fimshudfisansdoudy
Iynnasemicoruvesislsinthisuanveidou (nsufaungsianmsd nsensimndud)

6.1 fauesm dosmmudoulussuuindedadumasgiessuudidnmielind (Electronic
Government Procurement: e-GP) vasnsudydnans ‘

6.12 nsdiffBuieiausldsmmzidoududuszneunsiaminuuananuassunngey (SMEs) Iidudiun
Tutunsibouduiussnoumsiamionunanaauasuageu (SMEs) luduildutelausiioussneumsfinisen

6.13 dumildesusedudn MdFunisiusesinanigramnssuuviasemdlne (Made in Thailand)
(i) ‘ |
6.14 fiauesmiesinanumsveneuinge wisthgsinm egvlastnmile dai

6.14.1 gunsaluieszuuiasetne

6.14.2 gunininsessuutasiuaienns (Network and Security)

6.14.3 guniainseszuutlesiunislaudialey

6.14.4 udufiinsanaiunadaendemslawes

6.14.5 gunsainessuuinmanuiuaaenduansauna

Tefuranuiiugdyglaonssiudmsnis fgiamis wiemhesnuenvuideielilutssimelne
Tnesaadunanuiiimsdweunazasieiunuiseudoouds yarnlidesndn 5,000,000.00 UM (AEUUMAN)
Tudgyaiites $wou 1 wee lussesnanfoundthiviu 5 ¥ fududiusureulasins Tnedosuuudiun
whdofusemanu vie duundyan vie duiludede inlutuduenanssasdauesian

615 feverandeadudunudmievessruunisdeuuaztosiudunnaiy aufUsTMAELeTIA
Tneimlededusunmsuismannidrvewdndost iouseniduanvlulsemalnevendwowdndas nie
Fuvusmtendasasiiulsswelne Ineliduenatsuazitiauesin _ .

6.16 szuunsnAeuLarllesiufognamudmiueiesgninenely Mausdoudunuaziaieamnensii
fiu szuunsieasuuastosfusvanaudmiuiatosgnitenieusn alumnulaende wasannmidemed
gnaifintuanmslaulasdszuuiedetels
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7. NUBULUAYINIUNIDTIUASIBUAYDINER ﬁ::nmmnamwmsamm (suwa’]aanunaqnﬂwmsaumﬁ
Mansunng (Cyber Security) 3749y 1 52U

7.1 Inqussaed A
EERANR| weliuyssanBammstestumsliimess suvasaunanniennammslguailnds
é‘inﬁﬁsww’mu;uusawqq wanniedetieniely uazadetienteuen
7.1.2 WuUssdnsammsasvasutlestunisTanilusedu Application

7.1.3 Winvszangnmlunisasageuuastasiunisuwsnssanevas Malicious Software (Virus,
Spyware Wa¢ Ransomware Hudu)

7.1.4 WuusgAnSamnsnanaey fanny uasinaeideyaviuuiaiethameluuasneuen

‘J = = 1

eanlamainanuiinundlag vussuuirietgluidegn

7.1.5 enszivumsgiumnudaensitluusazuinsudnveslsimeuiagudnisunndumine e
Wednwnl

L4 ° 1 [ é’

7.2 71801159Un30lMABN15UINTS U 6 TIeMsEeuRil

ey | swn1sgunsaluasuing | druou | mhelu

7.21 | Uinsaudidhselaieananuleiues _ 36 oy

7.2.2 U‘%msﬁﬂ?nmmwmsLﬁummaaﬂﬂé'aamuwszswﬁ'cycy"ﬁénmaw’fasgazhu 1 Ny
UARR WA, 2562

723 | ssuusmsseuaslesuseanaudmiuielegninemelussuuiadete 1 VY
anvauwAYadlsaweUIaguUENMsuNnduInendedudnenl (1,000 Licenses)

7.24 | ssuunnaaeuusstesiufeanaudmiuieteusitemelussuuadedy 1 JEUY
ansauwmAraslsmneUIaguinsumdim ivendedednual (80 Licenses)

7.25 | svuunsnaeuuasliesiufognaudmiuiadegninumevenssuuiietis | 1 JEUU
gsaumeraslsmeIutaguintsuwdum Inerdeadednual (200 Licenses)

7.26 | ssuuniedu Aum wdadieusanawluguiuy Advanced Persistent Threat | 2 JZUY
(APT)

7.2.1 UinsguiithszSatananalewved swdesdinuafoietiouivuihvionni deil

7.2.1.1 ffuinasoddamnuassuiunsindiqunsaidnututioya Log (Log Collector e
Event Collector) ttadiiiumaiununudayasnasmsneuiiames (Log File) vasgunsairmu
vaensuvwnuieietie e luiiesesiwasiinsfafognanamalaies

7.2.1.2 f3uhsassesiamaunsaidaiuteya Log sessuliinoideya Log 1 3,000 EPS
(Event Per second) %38 100 GB/Day (Gigabyte per Day) uaz 45 uvaamiiinnisasiasneuiunes
(Log Source) ¥4 Server uazgunsaliniotneneufiaines

e U
e

—
D o




7.2.1.3 ffuhezfesdiiunstemdevielimuinuwidmihivedsimeunagudmsummd
avminedeidednuellunsdae Configuration gunsaimmaendovnsinuiniethefivesginirld
muaa{hquu‘lwaﬂmsndwa:daﬁlswsmaﬂaummai (Log File) ludgunsaidafiudeya Log veuiu
alel

7.2.14 Q’%U%”Nﬁmmmsnﬁtﬂswﬁmqmscﬁﬁﬂﬂnﬁmaﬁ"aw‘%mﬁﬂmssvwﬂauﬁmm‘uaz
ssuuirfetedomsuasdumeiidn eliasy wmmmafﬂawmmmmsmua.,nnﬂnmumumm
Uaoanbasauwne (Security Monitoring) mewmwamaqnmuuu 9 waaaan 24 Flusseduandt
(24 x7)

- 7.2.1.5 §Fudeazdesvinadhseds e u,a.,ummau.naqnﬂmmummuuﬂwaaﬂnem'm
AowRImaS s e-Mail, N3, SMS, Line, uazdue uaz 55U Ticket-Management u3essuy
Fannsduq fausavhlfideurimdednin mu Service Level Agreement UAZIZAUANFULTY

7.2.1.6 ffudnnedliiuinisaedeaids Report Tifumsgudmsunnduniinendeidednuel
lomn 7 Fu viegFuinnesesdalifisyuu Ticket Management $1uaulitiosndn 2 User Liffune
Tsmenunaguénsuwnduminenduidednead tielddmiumsuimsdanismmsaiiintu Tasssuy
Ticket Management w38 Report wzfiasuanseazidensine q feielui

7.2.1.6.1 aaﬁai'ﬂmunaqnmumnmuimaummu Severity Level
7.21.6.2 uwuqmenauawﬂismmaQnmstnmu
7.2.1.6.3 N3 Muansadi@suan Incident Ml (Create) uagAndunmstaiFeudos
(Resolved)
7.2.1.6.4 waziBoavasiuanamiiintu Tnefesuansdayadsialud
7.2.1.6.4.1 szyUssinnvesdeanany |
7.2.1.6.4.2 Yu-ien GuduuasAugauesivana
7.2.1.6.4.3 svumuma (Attacker) waguangv (Target)
7.2.1.64.4 svusvﬂummqutm (Severity) 19U High, Medium, Low
7.2.1.6.4.5 Auuzthuagtunsunssndunisuiludanain

7.2.1.7 msududousuananinuanusiunsaendruma e-Mail fespseunguiifom
Farelud |

7.2.1.7.1 ssyUssiamvessivanay

7.2.1.7.2 Yu-i Budunazugavesiunnany

7.2.1.7.3 53YRuMN (Attacker) UagUanen (Target)
7217458 usuﬂuquuuw (Severity)

7.2.1.7.5 duusthuasdunoumsaniumsufludaneida

7.2.1.8 f§uindenihmsiiensiuay nmumwaulmsﬂLmunméhsvaauausmawnaﬂnmu
(Use Case) muﬁ‘lmmnqsﬂszwuuavmamunvmqu'ma Wusduau 10 Use Case
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7219 sevudhssudafeusvanawluweivesiauena assosindenelugud Data
Center AAlA¥UNsTUsBIsEUUMTIAMsShweuiunsUasntuansaune (Information Security
Management System: ISO 27001:2013)
7.2.1.10 qumc’hsnmaqnmn‘l«vwawmgLauaswmwmaﬂmvmssu'smsvumﬁmsaﬂms
%'ﬂw’lﬂ'a’muumﬂaamnUa'liaumﬂ (Information Security Management System: 1SO 27001:2013)
7.2.1.11 qmuaswmmmaammwmwr;gt%mmcgﬂgummu lduseannsgiummg
PnEIsRTIRuATIsiuAsaen BT AUMATINisBNUANG uavm‘luvmmmamma‘lﬂu
7.2.1.11.1 CompTIA Security+ ateoY 3 v
7.2.1.11.2 CIEH w30 CompTIA Cysa+ 9enavige 1 viu
7.2.1.12 f¥uisazdoseamamsaiiunsdaivuasinssideyaaasmineuiomes
uazagUnanssuiumshss Rdeanamumamsciinunafidufegnaudunediou (Monthly
Report) T,ﬂaLﬁamﬁmﬂsuna'uﬁaaswamuaqﬂe?m%’uﬁu’%ms (Executive Summary) titgasuneliiuduns
Tidleanugandsuasanmilagiudvetaion
7.2.1.13 qsnmwvwmaﬂ‘mumﬂmmm mﬂi'"'zgu'ﬂm'ma;11mamsmtuumiﬂsvmmauma
msvseyuuueavlay Wouas 1 a¥ HevhmsesuneseaziBeauaciinsudluvesiognaniinaany
Tuszuu
7.2.1.14 fuinazfesinliinmfnmudeyaimansifsfumulasndomaluladasaune
Wedweamdayatmans iermaniiualiy uasfoanaudeussiummasadansaumaliuigi
$eetwaiiauendondmindunenuusesuiou naeassezadyg |
7.2.2 Ifinasiaussfiuanusasndosmumss ey aduasesdoyaduyana ne. 2562
qumamaq’(mmsﬂsnmmU'lmauwmmvmumwsmimmsm'iﬂuﬂsawauadwqﬂﬂaﬁ'mswm
' mamsmmmaﬁaawswanmummg*run1'5‘1wmmwmiiawmmaquam'suwmummmamaaanwm fuidhves
toyaduynaa Faolud _
7.2.2.1 Anw Jesedt uazdsavlnnsianwuisdeusmunalulagfdviaved sameunagud
msunme IigenrdeaiunsaunsaiiiunsmunnsgIuang wag w.5.u.
7.2.2.2 Savususiiulasems (Project Plan) udatunaunaonislasins uazimun
suisveulunsiiiumiusaeduney samsilunuuasmathiaueransidumiluudasfuseu
u

Seece

7.2.2.3 aflumsniaussiliu Gap Audit Lwaﬂwwmamumwmiﬂgum’uu‘l,uﬂwuu
WisuiBuiu ws.u. ﬂmiawauadawﬂﬂa W.A. 2562
7.2.2.4 WiduuzihUinw iileussdenmenssunsdunsosdoyadiuynna wasudedadmii
AuAsasiayadiuyana (Data Protection Officer: DPO)
7.2.2.5 duflumsussiiuamndsstoyadiuynana (Data Protection Impact Assessment) ua
. SvuRLUSISSANs ML
7.2.2.6 Savinuloune uastureuufimiieumsdanisdayadiuynna Ussnoudae
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- 7.2.2.6.1 Wlpuedunsesteyadiiyann (Data Privacy Policy)
7.2.2.6.2 Wlgunemsinnisvilidevenudugen (Consent Management Policy)
7.2.2.6.3 ulsuiemsdansUnydveyadiuynea (PIf Inventory Management Policy)
7.2.2.6.4 ulsugAueuANS (Access control Policy)
7.2.2.6.5 Wlsvenavssdiuanudsadwiudeyadiuyaea (Data Protection Impact
Assessment Policy)

7.2.2.6.6 Wiswemsdanisnmadeniesdvislasidwesdeyaduynara (Individual Rights
Management Policy)

7.2.2.6.7 uIU‘U’\Elﬂ'\‘i#ﬁ%tﬂ&'ﬁﬂﬂ'ﬁ‘lgj’ﬂyﬁ (Information tabelling and handling Policy)

7.2.2.6.8 Wleuwdamsimanruilivasasie (ncident Management Policy)

7.2.2.6.9 ulsunensdetoyasanuenyuseine (Personal Data Transfer Policy) ma
AT 28 was 29

7.2.2.6.10 SumeuufiRnunsdamsnsavsudu Janassuutiesiudeyadiuynea
(Personal Data Protection Audit Procedure)

7.2.2.7 {uirdosimniinenuasyransiifianug adnng lumsahenenuazdarhnis
Hneusn TundngmasunuvasadedeyadiuypnamunsssslydRnuasesdoyadiuyana w.e,
2562 Tuthte 7.2.2 Tnefewanaenarsudnguluiudiuausiia Wu Certificate Wialenansiuses
mnanuihinidetie ufeadeaty msdansiumnnaeniovesdoyadiuyana, msunllasfuases
Foyaduyana uaznsnsiUssdiu egnedoeil
7.2.2.7.1 GDPR DPO Training
7.2.2.7.2 GDPR General Training
7.2.2.7.3 ISO/IEC 27001:2013 Information Security Management Systems Auditor/Lead
Auditor Training Course A '
7.2.2.7.4 1SO/IEC27701 Privacy Information Management Requirerhent and Guideline
Awareness Training ' '

7.2.3 szuuasavdeunazlesfuisanaudmiuiniesgninenelussuuinletisasaumeaves
Tseweuagudnisunmduminendeadednuel S 1 vy AeilguandRettienifivui wiefini fl
7.2.3.1 ssuvilauefidudvinsldondmiuiedesgnielitiesndt 1,000 wies
7.2.3.2 fianwenunsateaiu Malware, Spyware, Rootkit Waw Virus uuszuuUfuRmsla
ﬁ'wia'tﬂif Windows 10, Windows 11, Windows Server 2012, 2012 R2, Windows. Server 2016,

Windows Server 2019 lduuufianainissisitnauuy On-premise
| J
on
N
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7.2.3.3 fisvuuuimsdanisulpuneangiunans (Policy Management) s1u Web Console %30
Gul la '
7.2.3.4 anNsNTIINU Malware wuuswdanngiudeya (Signature) uasuuulinse
woRnTueeatios feil
7.2.3.4.1 Virtual Patching ua¥ Intrusion Prevention (HIPS) w3ol#iguLyin
7.2.3.4.2 fiemwuansnsn Scan File wuuiiudauasanunsaindn Malware fioglu File T
dauuy Rael-Time 16
7.2.3.4.3 Hsvuvanianlun1insiadu Malware viialwi 9 wuv Real-Time W1y Cloud
Base Query Analysis #58 Cloud Base Threat Intelligence %58 Deep Learning Malware

Detection w3aLfiguwin
7.2.3.4.4 fiszuu Conventional Scan w383 Scan Tngliildguteyanand visswuy

Suildisuiieaniailunisnsaadu Malware lunsiflidasnisvin Cloud Base Query
Analysis
- 7.2.3.4.5 Behavior Monitoring Way Ransomware Protection
7.2.3.4.6 Pre-Execute Machine Learning Wag Runtime Machine Learning %38

(Wiguwin _

7.2.3.5 syuuiliaueimuanansadhawa (Encryption) fu Folder uagld fugunsal Laptops,
USB, PCs wia Desktop I¥ifiuathetios nieinmsduftanansavhausana vl

7.2.3.6 ansavnsilesiudunsieinmnmaiuledaing q (Web Threats) Wouuuld web

Reputation llduegtioeniaiiouvin ‘

7.2.3.7 ansateaiudunsieuazionnain Uszinw Lateral Movement %38 Suspicious
Traffic & Activity %38 C&C Callback Connection w8 Brute Force sewinia3es PC, Laptop Tuasdns
Ihduetraioy | |

7.2.3.8 aunsavhmstiesfulusunsussandilillasuoygrauaslifomslifindeludaedosgn
H16l# uazanusarivun Rule Taegldidevly 1ol Path Expression w3e Wildcard, File Signature
(SHAL w38 MD5), Certificate Attribute wie Signer viaamnsaudernsldamilusunsaniseynaiilsl
foansle ‘ '

7.2.3.9 annsntesnsmangamsvinay uazaeaneunisinadiagldsiasuls

7.2.3.10 aunsarmunavivasguassuulussiuiiunnsnety fedviinmeiuld (Role-based

Administration)

7.2.3.11 fanuaunsodiesiudiayadalua (Data Loss Prevention) Tasfmusulsuneli -
asaeulduiedeyanudnunz Keyword W3auuu Regular Expression 61un1e FTP u3e HTTP, |
Web MailIﬂEJ‘l‘fi/Léaull‘U gail 1w File Attributes, Keywords, Regular Expressions itusgnsiios
vieanunsawueewi L RiIANEy ieliTianmutRnseuiiseyl ey
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7.2.3.12 @wnsaiwuansmuanuugunsal (Device Control) Iﬂﬂaﬂminmvzumﬁwamﬂmwu
19U Full Access Wi’e]WlEJUL‘VI'I '[MLtna‘lJnitu USB Storage Dewces

7.2.3.13 s8efunsiiaszvideyaningiusina uuAtsImeuRmed (Forensic Analysis) Lite
cmﬁ\aavme}msmmiwmwm Malware l#geundslaitionnit 30 3u uasilmuanunsasaseluiidu
oy oY

7.23.14 msiﬂaauéﬁﬁtﬁﬂ%u 19y File, Process, Network Communication Wag User Account

. Activity %3 ' |

7.2.3.15 awmsmummymimma 9 masﬂuuu‘lﬂa OpenlOC masﬂuuu‘lvlaau 9 Ffteuui

7.2.3.16 AR89 Flow M3vinaures Malware ‘[maammuumumwmam Root Cause
Analysns w58 Timeline Thuuvudnlul® vrsmﬁnwsauwuﬂszawﬁmwmauwn

7.2.4 'a'.,uum'maauua”ﬂmnunaﬂnmué’mmmmu.mnUﬂ’tﬂ‘lu‘s"wm?amumsauwmmae
Tsnerwagudnmsumdumninerdeadedneal S9uau 1 ssuy FailguaiRethationifieui viednd il
7.24.1 t{‘lusvwsnwﬂmmﬂaaﬂnawsmsnmiwm'muus VUU§jiRn1s MS Windows: Server
2012 R2, Server 2016, Server 2019, CentOS 7, 8, RedHat Enterprise Linux uagssuuujuRng Linux
lF Kernel wiindu 16
7.2.4.2 's.,wwLauaﬁﬁmﬁm'éms‘lﬁmu‘lﬁﬁaUmh 80 Guest
7.2.4.3 anunseviendldluieguuuy Real-Time Scan 39 Scan on Access ua on Demand
Scan %38 Scan on Apply Taudsiimmannsalumsnsivdsy Malware mewvalulad Machine
Learning %39 Insight Reputation Service \etlestu Malware fAnllls uazanunsndasiu
Ransomware 6
7.2.4.4 fanuamnsalumstestudeduivessruuu§iins viedl Endpoint IPS Taeillsi
SuluFosinsiind Patches vusvuuUfiRMamaduaia itetlestuilymiterndinduainns
Patches Tnefiglafldvinmmaasutunsidemes
7.2.45 fiemuannsolumsyi Anti-Malware Scan Caching vieleuwilg iiteasandly
msvhe videamnsnasiav Malware Tulwaigne uiBusinu Docker Container wie38n58y 4 7
aunsanTIIn Malware Wuilwidfignehuidisuriu Docker Container viaiivawduasdufianunsavihay
sananale .
7.2.0.6 fArwaunselunsi Host-based Firewall wia3smstuiifisuni tiemusileue
Aiaensie wieAuAw Network Traffic 38 Application wvduazaeants (Bidirectional) uie
AuAY Firewall w4 Client 16
7.2.4.7 fiszuy Exploit Prevéntion tetlesfumaudiuwileves Attack Chain waztloaiu
Zero Day Attacks ¢ viseanunsadunuiaSaswidreiiien Vulnerable Software Wa2SAIMI AN
- Recommended Security fwnzanlss wistieus Vulnerability Assessment Tool tiensaam
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Vulnerable Software uuin3oauuittevatsme Invfeadinsdwangudeyalifinnniuadunasnengy
msldaula

7.2.4.8 sunsadhseTansideuuas Files, Processes uag Registry Tussuuiailouldifiueting
1oy

7.2.4.9 @unsavih Application Control \ile Block nvhanumes Application wianyasuld

7.2.4.10 faruainsaluniseaiunslaudlusedu Application-Layer 879wy SQL Injection
uay Cross-Site Script %38 @15 Application and Protected Whitelisting ¢ wazeunsansiadu
uaztlaatudadluiussian Zero-Day Vulnerabilities 3o Exploits Uszunnengq o1ii Yadlwiiliinain

- Application mMslauAuuy Remote Cord Execution (RCE) 1udiu

7.2.4.11 gnsesesiumsvhausauiy ssuugiudieya Microsoft SQL Server 1# wiieanunsnda
Syslog w30 defieya Log inlrigunsalihszlaieanmumdeguiihiztaiegnawldiuedwies

7.2.4.12'7.2.4.12 gnseiaseit Log File wadiaya (Data Collector) vasssuuufjifnisuay
Application #n3 9 uazudaifisufiamgmashihasde (Suspicious Activity) viemamsaliieatuey
Unenspvesszuuildanls wisanusansaaaeutiestu Suspicious Activity 16

7.2.4.13 annsavnmsdhselansiasuutas Files, Directory, Installed Software, Process
waz Registry Tussuuiaiiouldiduetrades uazanunsavhnmsdenilevefivnzauiuseuy wied
Playbook Aldaulunuusmludia

7.2.4.14 awnsavih Application Control Liteudaansvinatu Application wanuaexlfily
JULUY (Application Whitelist ¥3® Lockdown Software)

7.2.8.15 anunsadudin Log vessvuuufiRnisuas Application fie 9 wazududoudavgmsal
whede (Suspicious Activity) vifemmmsalifenfuaulasadevesssuuildauls uazanunsavhns
donuleueivnsaufuszuuildauluuuudalusi

7.2.4.16 mmulunamnmmwma‘lwmﬂns’wLﬂutﬂsaauaﬂsvnaumwammmummﬂaamnﬂ
ana w3eils1BuAIu Compliance Wu PCI DSS w3 NIST %38 HIPAA %39 GDPR #38 Information
Security Level Protection (1SLP) lsduatnaties
7.2.5 sruunvivseunazliasiufvgnamdmiuirasgnitenisuanszuuieieteansauinAvas

Tsseunagudnsuwndumnnendendodnual duau 1 ssuu AilauaudRedtasiiivuni viedndd
ai] :

7.2.5.1 ssuuilaveiifvavinaslinudmiundesgninelifaendt 200 indes

7.2.5.2 @130m5193U Malware Inelalond® Signature %38 Signature-less Technology %38
Machine Learning wm‘%’mthﬂ

7.2.5.3 anInUIMISIAMINIUYIEUU Cloud Management |

7.2.5.4 fimeliladiitons233U Ransomware uas Fileless Attack

7.25.5 aunsofinke Agent uuiaTasmesfamaigniny (Endpoint) el

7.2.5.5.1 Windows 8.1
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7.2.5.5.2 Windows 10, Windows 11
7.2.5.5.3 Windows Server 2016
7.2.5.5.4 Windows Server 2019
7.2.5.5.5 Oracle Linux, CentOS, Ubuntu
7.2.5.5.6 Mac OSX, OS
7.2.56 s¥uvaMNTaYnTg Remote Endpoint Access 3ofumIaTaIgntne :Nseuuyivns

o o o o 1 =) , 1
Jamslaitesu Command vuATaagniie vide Remediate i GUI It

7.2.5.7 ssuuThineue fesanunsouans Process Tree wie Threat Graph \ifeuansn1svinay
294 Malware 16 |

7.2.5.8 syuuilauadosuntlas Ransomware wae Fileless Attack ¢

7.2.5.9 ssuuihinauadesanusads Network Contain w38 Network Quarantine Tnenaues

M3 Contain %30 Quarantine finalimelundsannns Restart

7.2.5.10 awnsavih Endpoint Detection and Response uas uanawaiinuas Malware u
“5UwuUYBY MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK™)
Framework

7.2.5.11 szuuiiauedessunsads Log TS SIEM w3 Extemal Log neuenld

7.2.5.12 syuuiiuauadasilszuy Threat Actors Intel w38 Threat Intelligence Lﬁ'auamﬁaga
Profile 84 Threat w5e Attacker 16

7.2.5.13 aunsavin Sensor 58 Agent Protection \etlaafunisaeunisindeves Sensor vise
Agent 19U Uninstall Password %38 Uninstall Token

7.2.5.14 anunsavinnadum (Event Search wie Live Discover) titevims Aumdeyadounda
vuFesgnineldlnsannsavianis Custom Search 16 -

7.2.5.15 awnsavinsuinsdans Firewall 3e Communication Control TGN
Agent 18

7.2.5.16 il Module w38 Subscription tensaadeutesing Operating System Uag
Application CVE #igislalls Update wiadl IPS mﬁgﬁu{fﬂs&a CVE lunstlesiutesind Operating
System wag Application CVE ‘Uutﬂ"?aaﬁﬁﬂc;\éﬁ Agent 14

7.2.5.17 awnsmiinsmugugunisifewiuuaTagniie Device Control

7.2.5.18 ¥imsifiu Activity ¥3e Meta Data il'ml.ﬂ%mqmi’w \%U Process Execution, Network
Connections, Command Line and Admin Tools, User Information |

7.2.6 55UUATI9TU Aum ududeusisgnanilujuuuy Advanced Persistent Threat (APT)
o aren 1] : AJ ar é’
F1uau 2 svuu dilquantRedafouiieuwin wiafind sl
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7.2.6.1 Wussvuitilauanimdugunsal Hardware Appliance fiannsansiedu Aumudadiou
uazsBUSuRTIERINTANAIIENG 7 (Threats) lussuuiadetnelitudguassuuly deluridhuasesn
- NTTUULATOUY ,

7.2.6.2 anansasesiudeya Traffic #ed8 Mirror Port I uazsasiumsmsiamnszuataya
(Traffic) 16 194 Protocol CIFS, SMB, SMTP, POP3, HTTP 1@

7.2.6.3 amaanaiiem madeude uaznginssuiilivaensovienislaufinnelunssua
Poyavasszsuuld

7.2.6.4 @u1305993U Throughput labisiosndn 4 Gbps

7.2.6.5 gunsaivhinauedasdl Interface WU Ethernet 10/100/1000 laifinh 4 Interfaces
uaedl Interface WUU Ethernet 10G-SFP+ laliand 2 Interfaces '

7.2.6.6 il Power Supply Wuu Redundant Power Supply

7.2.6.7 anunsniudeya Traffic MedT Mimor Port v3e SPAN 1

7.2.6.8 anwnsansradutiesiunasAunimslons wuu APT (Advanced Persistent Threats),

Zero-Day Malware 161

7.2.6.9 fiewansonsavaeulrdifoadouasiinseinginsuvedivg ngléauuy
Signature WALSEUU Virtual Analyzer %38 Virtual Machine vi§o APT Intelligence iisunsesaiades
gninele Tnededhifimsddlndfosasduoanueniasetngesdng Tnedl Virtual Machine laivfesndn 10
VMs

7.2.6.10 fuimssvuuanansaainssuviinnesidnassaliouldies (Custom Virtual Analyzer
/Machine) iteLftupruasnsitlfssuuindeia

7.2.6.11 feuaunsansdeuseqnauuuudelleduginelunssuadeyavesseuy s
fiowsail Network Content Inspection Engine wiaiisuivivlé Network Content Correlation Engine
visalfisuwildl Advance Threat Scan Engine w3aifisuwinlel Retro Scan vietfiwuwvinle

7.2.6.12 anansovinamusamity Software Agent flladosgnineiiteadna Signature Moy
ngada (Block) n1svheuveseAnAugs (Zero-Day Threat) I Tnsmsssyluguuuures File Based
vuASeNgnIIERUMeAN SHA-L uSe IP Based Tuguuu IP vda URL 1élngsnlulf

7.2.6.13 stuvliaT e assaiiouannsnsesfussuuufiRnTsnluLuY Windows 8,
Windows 10 w3alyminin Windows Server 2012/2016 w3olminila wazssuviinswidnaauailou
annsaseeiulndaTivurelugindn 40 MB 18 \eifiummiaendelwssuuainndstu

7.2.6.14 awnsouasi Top Malware, Top Suspicious Behavior Detected %38 Top Security
Event %30 Top Attacks wazyin1s Custom wihaeld (Custom Dashboard)

7.2.6.15 amnsnTI9deu Websites %30 URL u3atoifies (Reputation) wes URL 71 User

e ltulaeldmaluladiuu Cloud 16
'C%/‘bf/( prens X
e

W O
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7.2.6.16 aunInadseau Report) I iy On-Demand uaw Scheduled Tngaonuly
Juuvu POF Iéiluegnaies |

7.2.6.17 anansodum Logs wuurimunideuly W silaveanisnsiaaey (Detection Type), iP
Address 30 Mac Address Ifi8uatnaioy uagsdum Logs wuurhmunanianld

7.2.6.18 aunsads Syslog lUdh Syslog Server uag e-Mail luudadioudguassuula

7.2.6.19 aunsanssAunsldnulsunsuussgndeng 4 @u Instant Messaging, P2P File
Sharing, e Streaming Media 1 LWBS“‘UWNNLﬁmLta“ﬁmnun'lsttwsaw'lmm Malicious Code Wia
aanTnuananIdsses Network J1il Attacker Botnet 3o Backdoor Tussuuiaietie wieslszuu
Wounislaumiadatne Network Alert Wlanwuarudessin Botnet, Backdoor iflatlastunisunsszuin
v83 Malicious Code n3avhamulaludnuwasifenty .

7.2.6.20 aunsanTI9uieAnA1Y Malware Uszunveing 9 laun Bots, Trojan, Worm uag Key
Loggers 1¢i

7.2.6.21 ansau3msdanisgunsali Web Browser 1y Internet Explorer, Firefox (ugiu

7.2.6.22 szuuithiausdiessesiunisnmedunasléneusetnnamiuuurevens (Extended
Detection and Response: XDR) As9deuiasianiusun1nnslauitiugs (Attack Virtualization we
Timeline Activity Graph ¥38 Event Graph) ietaeviandlatasaanGudu Minnistauduasii
mansTadfifetulussuuld %3'nﬁ"’qaﬂmsnuamw‘]’aagamnﬁamﬁaﬁ’u MITRE ATT&CK \flensaadey
Tactic uag Techmque fignasaawuls

7.2.6.23 ssuuilavedesiammesdeswdndus mag"(,uﬂs.,mﬂ"lwmwaiaaswsmsvnmms
aly

8. imundauauwagmely: ......... 360.cveerne T dudnaniuasunaludyan
sesIanFulseiu:

vas v o 1Y ' L) 4 a v a
9.1 Jiudwesazdesiussiuamudenevessuuiazgqunsaldng q vioan Jufinainnisldauund

e 19w a A o w ) o da  w o
Iﬂﬂluﬂﬂﬂ'ﬂﬂﬁnﬂ‘;wulmu Lﬂu5333naq 34 Wa\ﬁnﬂmﬂmqﬂq5W3?Q7UQ']ULﬂuwLiﬂﬁiﬂﬂu@n

9.2 minsyuuvsegunsaliiawmedevisldaulaild fiuihezdesduiumsvilissuvannseldenls

o L7 L7 8 s o - . . a L7 st ) g o A’
auUNA uummuﬁ‘lmuua’fw1nisawmmaﬂueim'mwm‘mmawmamaaanmu Y]

9.2.1 mMs§ulseiuluy Preventive Maintenance wsumwvmamm'lwumwmwmg}ua
AsIvERVANTIEM I UBIgUnsaiiRndsdygmn 4 Wy masnsvezIAIMITUUIEAY Wasdes
Javienansssnumsasieaevaaingi

9.2.2 ms3uusiuluy Corrective Maintenance L\Jums‘lwusmwauquﬂsuﬂqmavuﬁ“lm
quasaifiiauelulasens Waunsoldelfesdadesuasiivssansnmisoadunsd

9.2.2.1 fFuidesdusudunsassasuutlvgunsaifiauelulasims aelu 2 Fluedldsy
udsongindre Welitanusalfolfenseilowuasiiusyansnm

9.2.2.2 n3dliluAlalng3d On-Call wie Remote axdasiuiiunstiudnadomelu 24 Falue
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9.2.2.3 N3l Hardware 913 uagileudnduiisdoadiudumsuslolagds on-Site swfioq
sniumsliudnatanielu 72 dalas Tunawims Tnetudaudlssuwdsegradunamannginds
9.2.2.4 ‘lunscumuma‘lummsamLuums’lviumLasan'm‘l.ma'mna'nnsumwvmawmm
gunsaivielrdesiioffianssousindoutunlilinaun uavnm‘umawmqﬂnsmuumﬁuuvmn
na'mqsnWlﬂ'sumemnmvué%mmsn‘lmwuaﬂnsmwuaumuta'swm wsanawgsvmammm
viogunsaildemildulildnaun uaslunsdiifeaudeuTangunsallilvi Jaggunsehiussdoad
AasandAlisnieadiu fFuinlivfudonu mmauﬁwamauﬂﬂan'lauan'lwmmun'\suwu Tnegu
$rfoadutfeonalidreifionsivieduunuginde
9.2.2.5 lunsdififfuiaihgunsaiiftnyaludidiumsteumeveniidoniiegld §3uihesdes
- douliudnaiouazdiumizedldluanmidadu anely 30 Fu tuangFudnldsugunanianngindne
9.2.2.6 msmqqsnmaﬂnmmaua‘lu‘[ﬂsamﬁ 1 Wsamisarldsnelunsiiuma seslvd
gunsol wagAlidedu q 1ud
10. 'wanmtu@ﬁmswmsm'mmaan‘b’ataua: LNAUeisIAN
11. Buq
11.1 Arsfinne
11.1.1 §Fuiwesfesdaiusuiuduns wieuunsinsgunsallulasinis+ Tnefmun
sseznatlunsiiuiasianssuetnednay tielinuenssunsmseiuinsaneyliRteusy
Aiung |
11.1.2 fFudnedoairdmeanniRadgunsaililulasnsy Tasasfesinmseonuuunis
\ourequnsaiianuaililulassms WannsoldewlFegeiiuszansnm
11.2 339819aAIULATING UABNTWUNIANY sseznanidumsnnglussesia 360 Tu laguys
ooy fil
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1.2 uunmnisesnuuunsdesregunsaliusildlulasentsy
1.3 weumansdnamuiaasgunsaildlulasensy
a0fl 2 maluszeziian 180 Fu dudaaniuasnuludya Favszneusesnunts asdaey sy
apUuansfumdesitsswinmsufiinulutiigtusiouiioutu ws.u. fuasestoyadiuypna wa. 2562
wail 3 melusseziam 270 Yy dudaentusmmludygn Fiusznousesemsinzdaey fai
3.1 duwsuszuussivasunazdestufsnnaudmiuiedesgnitenelussuuiedotsansaune
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3.3 dweussuunmsasulasestufvgnaidmiurlesgnitemevenssuuinietie
ansaumAvaslsmeUaguinIsunmduvinendetdednual
3.4 daaussuunsdu A udaieusennauluguuuy Advanced Persistent Threat (APT)
35 '51ﬂmumamsﬁﬂﬁu’aqunsniﬁmﬁuin’ay}a Log (Log Collector, Event Collector)
3.6 1BNEEN159 Incident Response Program saufumslsawenutagudnisuwne
wminegdedednunl |
aafl 4 meluszeziaen 360 Su ﬁ’uﬁwmn’fuawm‘luﬁtym Fouszneumemensitazdateu fail
4.1 dflunuanansiussdiumuanadoivedssuuasaunaredl e TUaguIM UMY
Tinsstudarmuanserdygiduasesdayadiuyana wa. 2562 Tnefisenuuasienansiound
dasdawouiai] :
4.1.1 Tudssmedledasnmsiineusuimumlasnsiedesyadiuyrma
4.1.2 Lanmﬂ’?ﬂmwﬂﬁﬁﬁa'\umsu“sm'ii’mmwiﬁawammﬁuaau
4.1.3 wnasunuvmiiiiuazmuiuinvoutes eunssunsAuRsesdeyadiuyaaa
uasussad i fidunsasdieyadauyana (Data Protection Officer: DPO)
4.1.4 sreaumamsUssiiumaidsdeyadiuyana (Data Protection Impact
Assessment) wazdmhunuuimsdnmannudes
4.1.5 nailevouastunsulfiRieuimsiamstoyadiuypna Ussnoudie
4.1.5.1 ulsueAunsastayadyanAa (Data Privacy Policy)
4.1.5.2 Wlpvemsianmsvikdenaaiubueey (Consent Management Policy)
4.1.5.3 ulpwemsiamsiyddeyadiuyaaa (PIl Inventory Management
Policy) _ .
4.1.5.4 lov1wAIuANaANS (Access Control Policy)
4.1.5.5 ulsvwemsuseiiummudesdmivdeyadiuynee (Data Protection
Impact Assessment Policy)
4.1.5.6 ulsvemsdamsnisideniesdvslneiiesdayadauyana (individual
Rights Management Policy) .
4157 u‘iﬂUﬁﬂnﬂi‘?}’ﬁauﬂsﬁmﬂ’lﬁaga (Information Labelling and Handling
Policy)
4.1.5.8 ulswedamsivmganulidvasnde (Incident Management Policy)
o 4.1.5.9 ulsvwnisdeleyasenuenyszwna (Personal Data Transfer Policy)
AUNNT 28 Ay 29 ‘

4.1.5.10 FumeuljiRnumsinnisesiausuiiu danassuulesiudoyadiu
ymAa (Personal Data Protection Audit Procedure)
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11.3.2.1 ndngms Data Privacy Awareness 313U 1 Ju Tnefidnunugithousy 9y

&

25 Ay
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BUTUINIU 50 ALReNEY A

11.3.2.4 wingmsginsrsussdiunielu (Intermal Audit) d1uau 2 Ju Tﬂanmu'zué’vz'h

BUTH U 25 AY .

11.3.3 wéngnsnisldnussuunseaeunastiofufvgnaudmiuniesgninemelussuy
\nTetgsaumAradlsmeuaguansunnduinenduadodnual Luv Online Training Srusuly
vesnin 1 Ju laeddnnufidreusudnulidesnii 5 au

11.3.4 véngmmsldnussuunseseuuasdesiufoanaudmiuadsauitemelussuy
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insetneansaumAradlsmeTaguinsunndimingdurdudnual wuu Online Training STyl
tieendn 1 Ju lnedswaugidreusy Swnubitesndn 5 au

11.3.6 vdngnsmisldnuszuunadu Aum udafioussgnanuluguuuy Advanced Persistent
Threat (APT) wuu Online Training Suaubitlesndn 1 Ju TnefiSuaugidreusy Swuulitiosndi 5
G
11.4 :euUsEInfiau
wdnfhmsdwevimabuiifeuiosud gfuivesioindeemmniu 5 veudieu Wuszesm

viaovie 36 oy SeasFonisvneudenenufwieluil
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