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wagszeznamsiulseiy (Fuildy - Yuiiduge)

5.2) dhnnesdesmanannianiisiniamuniu (Durable Material) yuterwouLazA MY
nelusies Data Center 1oid fadnwsiinruaudn lidaans uaghingnasnnaoneiy

Ay

7.4 aMIAUAGIUNITYTANNTTENTNNTEUU NGFW uay WAF
Q’%’U‘{]”Nﬁaaﬁ’nﬁumiaaﬂLLUULtazaﬂmgﬁﬁuv Next Generation Firewall (NGFW) wag Web
Application Firewall (WAF) Tivinauaenuszaruiu (Integration) ‘LﬁaEJ'NﬁU'wﬁ‘vfﬁquxﬂajiﬂ Tng
fasdIuaUINaTLAZIHUAS (Diagram) fuanssoaziBoasioluil
7.4.1 wrudsandnenssunaznisideuse (Topology & Connectivity) HTU9ABIIRTILEUA
Network Topology Miansmuduiusuasgunsalodretaay mamquﬁfa%’aﬁqﬁ
7.4.1.1 uanssiunuan1sI19gunsal NGFW wag WAF luusiag Security Zone (191 DMZ,
Server Zone, Trusted/Untrusted Zone) l¥i@anndoanulassasnan3adngtiuyes
wivends Tnoilseaziden il
o wane Interface, Port, wavaredayanniideuseszninsgunsal NGFW, WAF
waz Core Switch/Router
o LEAAINTTHIA VLAN, Routing Protocol, Policy Route W@ IP Schema Aldlu
nsidenlessyuy

7.4.1.2 nMsesnuuUsasmisiansanuanszny senshiuimsseninamsiandlvitiesign

L S

%@’13‘

/\5%[
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7.4.2 wWunenisivavesdeyauaznalnadnudasany (Traffic Flow & Security Mechanism)
fsuiedesanwunuiinsivavestoya sisvndhuazaneen Tnssvynuandendsil
7.4.2.1 uansdadunsises Packet Furiugunsallanou-uids (19 s NGFW Litensea Layer
4 foudasielst WAF nses Layer 7) muluuan1sanna
7.4.2.2 spygnivhnsneasiiadaya (SSL/TLS Offloading/Inspection) nsiiumsiigunsel
In leliianunsansanaeudoanauiiseumndu Traffic fidhsvals
7.4.3 szuudrsesazadnusieiias (Redundancy & Failover)
7.4.3.1 ponuuuszuulisasiunisiieuuuy HA sidludiuaes NGFW waz WAF s1aiadn
WLNgaNUDd License Wag Hardware
7.4.3.2 izqﬂalﬂmim'maauamu::LLag%umauﬂﬂsaé’um‘sﬁﬁmué'miuﬁc?uﬁaqﬂmtﬁwé’n
dados Tnedasiguillid Session malinuvesilélaivaaviest Downtime Youiign
7.4.4 m'sf-i'fﬂmfsu‘l",ﬂmﬂLLa:%’agaﬂsqmﬂamﬁfama'% (Policy & Logging)
7441 fvuaulouisanuvasade (Security Policy) Ui NGFW way WAF Tailsandoury
dandaiunsaiintading (Gap) sewingunsal
7.4.4.2 99nLUUNT3d9 Log, Event way Alert ﬁnﬂﬁg\maqqﬂnsm“lﬂé’q-szuu%’mﬁu Log U84

a ) = v a ¢ 3 v
winende Welidguassuvannsaiiaszsimgmsal (Correlation) lhangudnans

7.5 m3neusudmiugguaseuy (Administrator Training)

v v v ) = a a wa v v v o a ) P2
A3udnefosdanisilineusudfjiRinas (Workshop) Tiundmiinivesumiinends iwelv

<

aansausmsiamsssuulfetnadenme Tndliifieldediuiy neazdoadil
7.5.1 NangAINITUIMTIANTST NGFW Uag WAF
o lassadnaniaenssuuaznisivavesteya (Architecture & Flow)
o miﬁgamﬁugmLLasmsﬁamiaz,ﬂ%mhﬂ (Interface, Zone, Routing)
o mMsasuazUsuudsuleuigaulasnne (Policy Tuning, NAT, Security Profiles)
o MSUMTIANTS Certificate wag SSL Inspection
o m‘sﬁ%ﬁmasmﬂamzw High Availability (HA)
o msdsesuaz)AuAInauiin (Backup & Restore)
7.5.2 ¥aNgAINITIATIZILAZABUAUDINEANA
o MIBMNALIATIE Log/Alert Litaszyaumglym
o NNIMIIEDU Attack Signature LLaxmiﬂ%'ugu WAF 1ilean False Positive

o NISTIaBsdnIUN1TaIaNRA (Basic Attack Simulation) WazwuINIINN5SULle
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7.5.3 @narsuazdeusznaunisilnausa (Training Deliverables)
Q’%’U%’Nﬁaqdqma‘uLaﬂﬁml,axwaé'wémnmiﬂﬂausuasmﬁaaﬁwia‘l,ﬂﬁ
1. wnasalasusenaunsiineusy (Training Slide)
2. gilodguaszuu (Administrator Guide)
3. Anletufinnisiineusy (nselduniseusaiwuueaulal)
4, sﬂa%aﬁvﬁwamu wisumeiiatesusasmsdisaneusa
5. s1e9uazUran1siineusu (Training Summary Report)
7.5.4 JULUU 92821987 WAZTIUIUTOUNTSHNDUTY
1. $ruauseumsiineusy litesndn 1 ade
2. svpvanmsineusy Litesnia 6-8 dalusende
3. sUnuumsilneusy awnsadaidu On-Site %30 Online AIUATULEALLAZANLLTI LYY
VDIUNTING NS
7.5.5 naawingesldsuarnnistinausy
i fivesminendeannsaguakazuimsdanissruy NGFW was WAF léeds sislushy

MIRIAN MsATIvEeY Arszimnnisel waznmsuilulgwiiesusienuie

7.6 vauWwAN13TUUIEUY
mssulsziudesnseunqueteiosdeluil
1. m33ulseiugunsal (Hardware Replacement)
2. msdian Signature grudioyafoanan wazdeyadummiiuntasndiy
3. n15aUAn Firmware, Software Wag Major Version faanszaztiasulszny
4. nsdlgunsaidrgademe g3uineies Wasugunsallmi (Advance Replacement) Tnglsidl
Aldaeiaiy

5. faslusnsaduayuuazuilulymiiuu 24x7 amaseaun1sliuing (SLA) idwue

7.7 sspzanlunisuiluvsedounay

deuvinendoudammrudizaunnses fsududesiuliunmsudlutodeuuniliudiaie
aolu 2 Suvhnstuiaanduiildsuuds seidlfdulumuszduanusunssuestiym (Severity
Level)

o ar a

7.8 n15Ursesnediatlaenu (Preventive Maintenance: PM)

9

B Sudnwesaniiunisungesnwidatdeaiy litlesnaa 3 aSawall nasnssuzIansUUsEAY lnedl
=l o :ldl S
TEALLDUNNI % N

hof U
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7.8.1 mMs3liu3ng On-Site
7.8.1.1 ﬁ'ﬂﬁ‘i&éﬁﬂwﬁﬁgﬁm Cyber Security 38 Network Security
7.8.1.2 foailand Arwawnsn wazdszaunisailunisquagunsaivdessuuiiaue wie
WU
7.8.2 N15M529d8UENULKAaTUTUUTITEUU (System Inspection & Optimization)
7.8.2.1 asyvaeuanundeuldanuveminensssuu (System Resource) laa CPU, Memory,
Storage, Fan Status uag Power Supply (PSU) sasfiansavdeunisviiauaesilenidu
wan (Service Status) 14U Firewall, VPN, IPS, Web Filtering, Routing wag SD-WAN
Tivihailanuuni
7.8.2.2 anflun13dUinszuudjunnig (Firmware) uaggudasaninuuasndis (Signatures)
Tidunefiudgaiitinrunaios (Stable Version) snufuuzthweatiudn
7.8.2.3 ASI9OUANILIINTDIIEUY (Performance Utilization) awuiniinisldau CPU via
Memory guiiunindasaz 70 meldanizund ivinnslamgimaimeuasuuuss
A1 (Tuning) Ttmangew
7.8.2.4 ay1vadeudailuinnulasnds (Vulnerability Assessment) winnwutedlnissauge
(High) w3eingm (Critical) mruUszn1e CVE 989 ndn dosdiiiunisuily
(Remediate/Patch) ¥iui
7.8.3 m3sdsesdeyautasnisfAu (Configuration Backup & Recovery)
7.83.1 suilun1sdrsesingnisrar1szuy (Configuration Backup) atuangnvesgunsaimnn
1n3es nessnsivaeuem iy oivedlva
7.8.3.2 Ilddoyadesiinisidrsia (Encryption) nietesdumesianu wazdaueuliun
fsufinveuyesminendeindesnaivasnsie
7.8.4 N1331891uRan15U1§83ne1 (Maintenance Reporting)
fsuihefosdavhmenuagianistigenu (PM Report) dweumelustezinandidmun Tag
Fesznaueiiiomuazguuuudiil
1. agunansnTvdeuanmszuy, Memstymuazaadsiasamuniouamaudly,
Jarauauuzlunisyiuusausednsaan (Recommendation) uagnwntelsznaunis
UHURMUMI1U (On-site Photos)
2. sUuvumsdey
o davhifugliduenansatuauysaisuuuu Hard Copy 91uu 1 9@
o Tuiinadlugunsaliiufindeya (USB Flash Drive) 91uau 1 yn laennglusios

Usznaudelndlenansguuuy POF uaglwdianansaudlals (wu .DOCX, XLSX)
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o nsdlvadeyaniinudidgwislndnisnsArssuy (Configuration File) ABa¥iNT3
Wrswalwad (Encryption) n3emsswaenutesiu (Password Protection) wazinga

sarudenanliuAsznIsuMInsIRsuNags el ulinve Ut I aelagn sy

8. naninasilun1sRasaAnGandaaue Lnawisa
[ fia1san sianslesienis
M fiarsan s9m1s3
9. MvuaradsNauwas a1ty 90 Ju Tuianniuannuludyan
10. $IAUMANITIIBRY IInendeazineiu wInfer densiesuiEnudaade
11, as1ArUfu AnadSuiluseiiludasiosas 0.20 vessadwvesfidalildzuiey
12. NSAMUATZEZIIANTUYTEAY
12.1 szeziaiulseiualnudizaunwiedliitesndt 2 1
12.2 szeznaudlo/deunay aelu 2 Ju dudaaniuilléFuudanudrgaunnses
13, Heuludu 9
131 insinsdnduiionnaseuudniulumunginasiidmuaynsienis Sadedwiunis
n5IATU
132 agfaiuazgunsainniu doadundniusilmifliiunslinundeunanduveuian
HNER Lildtnsaeavieldtudnlatudiumiiadily
133 lunsdsweuagsinst mniimsdhgaunwioademeviediquandalidulumaildseyls

L2 = = 8 et a ar =8 2/
iuedeuesedmilituiminedelaeliivelauddla o
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