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msileusieszerina (VPN) uasmsmsrnmumiesldangs (HA)
3.3) lanasunIn1sAUasafe (Hardening) nieanasgudusiiflduuudeasuud
gunsel

J SIS

sl



4) miydweaulenasuasguuuutaya (Documentation Deliverables) g§udnesiassniiunisds

uoulenasuazinddoya museandendil

4.1) dmvihiduguiduenansaduauysaiguuuy Hard Copy $1uau 1 gn

4.2) Yuiinaslugunsaitudindaya (USB Flash Drive) 1uau 1 ya lnanneludasusenaunie
Idlenansguuuy POF uaglvidianunsoudlald (wu .DOCK, XLSX)

4.3) n3dilnddoyaifiaudrdyvielndnisdedrssuy (Configuration File) #oevianas
1i15%alwa (Encryption) wiadaswarutloaiu (Password Protection) wazida
svarumainaniituamgnssumInsTuiagvsedsuinueuvemminenelngns

Vs

¥ v s a a = ¢ : = Y @ ¢ W o
5) gudnwiasmiliunsinafninesuanisvasidennisiulseiuasuugunsalvdnyniaies Ty
o 1 ﬂJ v o = =i s ¥
sumisiviilddanu TnefiswaziBeadsil
v [ ' v Y o aw v a 1 [ o v 3
5.1) MB9TEYURYARE1NUBEUTYNBUAIY YDUTWVIRUE, NUNBIaURANDIINNATATBY (Hotline
& ° = . = oo
%39 Call Center), vuneiavlsz1tA309 (Serial Number), laudyyviatalasanis,
wagszELIaINIIUUTENY (AUNLSY - TUNdugn)
2 o a s = . '
5.2) afninasfendnainTagnianinuvuniu (Durable Material) yueraiauLaA LYY

neluves Data Center 166 dadnusilanuaudn Lidnae uarlivgaaennasneng
deyan

7.4 dafmuadiunIysan1sIEndneseuy NGFW uag WAF
fFudakeasiiiunisesnuuuuasiniessuy Next Generation Firewall (NGFW) waz Web
Application Firewall (WAF) Tvinsugenuszanuiu (Integration) laagnefivss@nsningegn lne
Fosdaeuienansuasunui (Diagram) Auansseazdeadaseluil
7.4.1 unudssandasnssuuaznisidousa (Topology & Connectivity) ffudnafsdmiuau
Network Topology fudasaauduiusvesgunsniotneiini aseuaquitidassil
7.4.1.1 Lanaduntan152199Unsal NGFW uag WAF luusiag Security Zone (19u DMZ,
Server Zone, Trusted/Untrusted Zone) Tiidannaasnulassdsnauniatiutfuyos
winende Tnefiseaudon fail
o WaM Interface, Port, LLasaﬁaﬁmm'\mﬁt%maswdwqﬂn*mi NGFW, WAF
wag Core Switch/Router
o LLamn'ﬁ@?ﬂFh VLAN, Routing Protocol, Policy Route Wag IP Schema ﬁl‘ﬂu
msdoulesszuy
7.4.1.2 mssenuuuissfilianisannansenu demsliudnsssminimsiiancliosiia

% Q5
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7.4.2 Wunanisluavesdoyauaznalnaudasnde (Traffic Flow & Security Mechanism)
fFudrdesuaniunuiinisivavestoya ieviduazoen Tnesvymeandeasil
7.4.2.1 wansdfun1s3awes Packet dwiugunsailanou-nds (Wu r1u NGFW Litenses Layer
4 floudwielsy WAF nseq Layer 7) muluannisiinga
7.4.2.2 svygaivhnsaeasiateya (SSL/TLS Offloading/Inspection) Irsudunisiigunsal
Tn ielanunsansiaaeufennauiideusniu Traffic Adnswald
7.4.3 szuudisasuazadusieiiles (Redundancy & Failover)
7.4.3.1 aanuuvuszuuliTesfun1sviIuuuy HA Meludauuas NGFW waz WAF anuaau
WNEEAUYD License Wway Hardware
7.4.3.2 syynalnnisnsavdevaniusuastunsunisadunisiausalugfiegunsaiudn
dndios Inedesigailéd Session msldnuvesdldlivgaviest Downtime oeign
7.4.4 msdansulsuieuasdeyavsasneuianed (Policy & Logging)
7.6.4.1 favuauleursanutasnds (Security Policy) Ui NGFW uas WAF lail#ghdouiu
Taudsiuviointodlnd (Gap) sewinegunsal
7.4.4.2 99nUUUNTTA Log, Event Wae Alert 9nsaasgunsafludsssuudaifiv Log ves

a ) P v a ¢ ¢ . 1Y o
uninede ieliguassuvansaliaseiingnisel (Correlation) lnangudnans

7.5 nsenausudmiugguaseuu (Administrator Training)
2/ ot U 24 s = a wa 2 1 L a] (=3 o - 2/
f5udnadesdanistineusu@aufuifints (Workshop) Tunldwinfivesumiinede 1iveld
“ s 2 4 1 =J 1 1 2 ) n: “a o nll‘
annsaudmsdnnsseuulfegradienvig laghitiatlvaneduiy seavidandiail
7.5.1 NANGAINISUINITIANTT NGFW uas WAF
o lassadnaantnenssuuaznisivavestaya (Architecture & Flow)
1 = ' & .
o MIMANUFIUNAZNITTBUGBLATEUW (Interface, Zone, Routing)
o Msairauazusuwssulouienmlasnse (Policy Tuning, NAT, Security Profiles)
o NISUIMIIANS Certificate wag SSL Inspection
o MIMIALEENAABUIEUY High Availability (HA)
o mM3dseauaL)AuA1AUTin (Backup & Restore)
7.5.2 NENGAINITIATIZNUALADUAURIABANATY
' a a
o MIBMUNALIATIN Log/Alert Waszyanmgtlam
o - _
o N1IM5IABY Attack Signature Wazn15UUU WAF LWaan False Positive

o ANTIaEnuNsallaud (Basic Attack Simulation) waguINIINTTIVile

A DN
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7.5.3 LanﬁﬂiLLﬁzﬁaU'ﬁznaumiﬂnauw (Training Deliverables)
f3udadesdwauienarsuasnadwsannnisiineustegistiondadeluil
nansalanusenaunisiineusy (Training Slide)

Aledauaseuy (Administrator Guide)

lavuiinnsilinausy (nsaldunisausuwuusaulal)

& B e

o v oy v & o w v o
‘)"]EJ‘HEIQL‘U'TBU'HJ WIDUANUUBDYDIUIDINTILUITINUBDUIN
F1euaTUNaN15ENeUsY (Training Summary Report)

7.5.4 SULUU 52821287 WaLIUIUSBUNISHNDUSY

Calt sl

FuusaUNsiinausy ludeenin 1 Asa

svpzinaINsunausy Liteunin 6-8 47lussanss

ol A

3ULLUUﬂ13‘E]ﬂaU5u anunsadaiu On-Site %38 Online MuANMEINEALLAEANUALTDY

YOIUNINYNAY

7.5.5 uadwsadasldiuainnisiinausy
Wmhilvesminenduanunsnguanasuimsdanisssuy NGFW uag WAF #e3e vialugnu

5 1 = g L 19
ANIMAT NNTINTIVEBU ']Lﬂi’]%ﬁtﬂﬁ}ﬂ'l'iﬂj LLﬁSﬂ'ﬁLLfﬂ‘U{jﬂJ_’W']I.‘UEI\‘IWHWJEJWNVEN

7.6 vaUlANITIUUTENY
nsfulseiudesnseunqueseiasduieluil
1. msfulseiugunsal (Hardware Replacement)
2. Maduian Signature grudeyafognan wazdeyadummiiunsasade
3. MsoUwAn Firmware, Software waz Major Version naenszaziiansulssiu
a. nsdigunsaidrgadens giudnedies Wasugunsallmi (Advance Replacement) gkl
Arldiaefaiy
5. fesihusnsatuayuuasudludgmuuy 2ax7 ausydumslifudns (SLA) Aifmun

7.7 szaganluniswilavsadoungy
o a ) [ ° ' v w W o a - v W
Wiauminendeudauvnanuggaunnies cg'sumamaamtuunmuﬂ‘uwsamauuﬁm'lmlmLﬂ%ﬁ]
@ o v w w v v v & A ar ;
ety 2 Juvinistiudaanntunlasuuds eillmduluanuszavanuguussvesdgm (Severity

Level)

7.8 n1sunjeinedetiasnu (Preventive Maintenance: PM)

Fiuhadesdufiumsthssnuiladesiu lidesndh 3 aswiell aaenszesiianiuyseiu Taoll

e <
EUERETGETTR D M N
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7.8.1 n15l¥u3nns On-Site
7.8.1.1 ﬁ’ﬂﬁaﬁtﬁmmmﬁm Cyber Security %38 Network Security
7.8.1.2 Foaflarad arwanunse wazUssaunmsallunisguagunsaindessuuiiiaue ude
Wiguwin
7.8.2 MInsIvdpUsnUzLarUTUUTIsTUU (System Inspection & Optimization)
7.8.2.1 aisvdauamunsenliuvemIneInsszuy (System Resource) laiin CPU, Memory,
Storage, Fan Status wag Power Supply (PSU) $auflans19@0un15vinauyesfendu
nan (Service Status) vUu Firewall, VPN, IPS, Web Filtering, Routing Laz SD-WAN
Tvhalaanauung
7.8.2.2 audlunsduianssuuuunnis (Firmware) wazgiuteyaninulasnde (Signatures)
Iilunestuargaiitiraaiios (Stable Version) musuuziiwesdan
7.8.2.3 ATI9HDUANTENUYBITEU (Performance Utilization) winwuniinsldam CPU wi3e
Memory gaiiunitsesas 70 melaannzund Tvihmslassimaiveuasuiuuss
A1 (Tuning) Tyiymannga
7.8.2.4 n31v@puvadlwininuUaeniie (Vulnerability Assessment) Mnnwudaslnissiuge
(High) n3e3ngn (Critical) m1uUsEn1A CVE vosgnan assdndunisunly
(Remediate/Patch) viu#
7.8.3 n1sdsesdayauaznisfau (Configuration Backup & Recovery)
7.8.3.1 Anflun1sdnsedindnisfernszuy (Configuration Backup) avudngavasgunsainn
1701 TngdpanTinasumuanysalveding
7.8.3.2 Wadayadesiinisidrsia (Encryption) wiedesdudieswariiu uasdaauliun

Vo o

d3uRnreurenmineduiutesiivasndy
7.8.4 NM3T8UNan1sUn3eine (Maintenance Reporting)
gIudedesdaviiseauasurantsunzeinet (PM Report) daeuneluszaziaiiimun Tag
Fiaasgnoudeilevuassutuudall
1. agUnan1InsaRdavanmszuy, stemsymuazanuidssiinsianunieuamaudle,
Jorauauuzlunisuiuyialszdngain (Recommendation) Wazn1wa18UssnauNng
Ufjufiaumiigiu (On-site Photos)
2. yUwuumsdauey
o davinduguiduenansativauysaiguuuu Hard Copy ¥1uu 1 9
o Uufinadlugunsaitudindeya (USB Flash Drive) $1uau 1 yn Tnannglusies

Usgnaushelnidlanansguiuu POF waglwdfianunsaudlale (W .DOCX, XLSX)

T
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= 2 o a @ & . [y °
o nidllwddeyaninrudrfguselndnisiarrszuu (Configuration File) Haevinnis
Wns9alnd (Encryption) weneswariutesiu (Password Protection) uagiings
arwdananlituansnssunInseiuidgviediulinveuvemminedelnense

8. vianinausilunisiarsandadendaiue tnasisim
L] #ensan sieviesems
M fi9rsan 13
9. Amuaiardeuauwag n1elu 90 u dudanntuannuludygn
10. VIRULATNITIERY ITinedosinedu vInfr Wennefuiauiuaia
11. SasrAUFu ArAnufudumeulusnsfesas 0.20 vesmmdsesiidsliilduney
12. msimuassesaIiulseiu
12.1 szezaiudsziuanudijaunnsaslitesnda 2 ¥
12.2 szeznamdly/deunay melu 2 Fu SudaenduiildFundsanadigaunwies
13. QFeulvdu 9
131 inasinsdnduiionsivasuudndulumunginasiidinuaynsients Sefiedkunis
A5795U
132 agfusiazgunsaivniu Feadurdasusllmidliiumsldnundeutasduveuian
gudn Lildsinnsaonvidelddudiulatudrumiadily
133 lumsdaeunginst mndinsdrgaunnseademeviediquandilidulumuildseyly

TiguneAsunedmilituiminedelaghifideliudila o
/L vas”
%ﬂ/ J



